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Abstract

We introduce Borges (Better ORGanizations Entities mappingS),
a novel framework for improving AS-to-Organization mappings
using Large Language Models (LLMs). Existing approaches, such
as AS20rg and its extensions, rely on static WHOIS data and rule-
based extraction from PeeringDB records, limiting their ability to
capture complex, dynamic organizational structures. Borges over-
comes these limitations by combining traditional sources with few-
shot LLM prompting to extract sibling relationships from free-text
fields in PeeringDB, and by introducing website-based inference
using redirect chains, domain similarity, and favicon analysis. Our
evaluation shows that Borges outperforms prior methods, achieving
a 7% improvement in sibling ASN identification and an Organiza-
tion Factor score of 0.3576. It also expands the recognized user
base of large Internet conglomerates by 192 million users (= 5% of
the global Internet population) and improves geographic footprint
estimates across multiple regions.
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1 Introduction

The Internet is a vast network of interconnected Autonomous Sys-
tems (ASes) that various organizations around the world operate.
Understanding the mapping between these organizations and their
ASes is essential for network management, security, and policy
enforcement.

Many studies have analyzed Internet topology through Autonomous

Systems (ASes) and their relationships [20, 28, 34], using heuristics
to infer these connections from public BGP data sources such as
RouteViews [2] and RIPE RIS [1]. While AS-level research has ad-
vanced our understanding, this view is largely shaped by BGP data
resolution. Shifting focus to the organizations managing these ASes
can provide additional insights into peering disputes [19], legal
actions [49], geopolitical influences, market concentrations [26, 29,
30, 32, 38], mergers, and address transfers.

Despite the value of an organization-level understanding of the
network, a major challenge has been whether heuristics and data
sources can fully capture the extent of organizations operating
networks on the Internet.

. . . o
Level (3) 2% CenturyLink:  LUMEN
1985 - 2017 2017 - 2020 2020 - Present
5o
-
2023-
2075200 EMBARQ cirign
§ (2 2023-
Qwest

Figure 1: Timeline of Level3’s mergers, demergers, acquisi-
tions, and rebrandings.

The organizational structure of the Internet is constantly chang-
ing with frequent mergers and acquisitions — Arelion and Telia [3, 4],
Sprint and T-Mobile USA [17], Vodafone and Cable & Wireless [48],
to name a few. Among these, the history of Level3 Communications
stands out as a compelling example of the speed and complexity
of these shifts, as illustrated in Figure 1. In 2011, Level3 acquired
Global Crossing, its closest competitor [43]. Just five years later, it
was itself acquired by CenturyLink [14] — already in the midst of
consolidating Qwest [12], Savvis [13], and Embarq [11] — before
rebranding as Lumen [47] and subsequently spinning off regional as-
sets to Cirion [35] and Colt [18]. These dynamic, multi-step changes
highlight the need for a solution that is adaptive, context-aware, and
capable of integrating multiple data sources to reflect real-world
organizational relationships as they evolve.
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The long-standing AS20rg method [8], introduced by Cai et
al. [49] in 2010, relies on WHOIS records to create relationships
between organizations and networks. More recent efforts [5, 15]
improve on this by incorporating PeeringDB metadata and using
heuristics to infer sibling ASes based on text fields like notes and
"aka". However, both approaches depend on static identifiers and
rule-based extraction methods that struggle with unstructured,
inconsistent, or multilingual data—resulting in frequent false posi-
tives, missed relationships, and limited scalability.

We argue that these challenges—unstructured data, inconsistent
formats, and lack of semantic context—are better addressed with Large
Language Models (LLMs). Using few-shot prompting, LLMs can extract
sibling AS relationships from messy, multilingual text without brittle
rules or manual curation. Their flexibility makes them well-suited for
mapping organizational structures in an Internet shaped by constant
mergers, rebrandings, and regional variation [7, 16].

In this work, we introduce Borges (Better ORGanizations Entities
mapping$) (§3) a new LLM-based approach to AS20rg.

Building on recent AS20rg systems that combine traditional
WHOIS-based methods with PeeringDB data, Borges uses Peer-
ingDB’s Organizational ID (§4.1) and leverages LLMs to extract
sibling relationships from embedded text fields via few-shot infor-
mation extraction prompts [7] (§4.2). This eliminates the need for
manual intervention required in prior work [5]. By relying on LLMs,
Borges also extends AS20rg datasets to incorporate companies—
websites as an additional signal for sibling inference: (1) identify-
ing networks whose PeeringDB website fields resolve to the same
final URL (§4.3.2), and (2) grouping networks whose websites share
favicons and similar domain names (§4.3.3).

Our evaluation shows that Borges achieves high accuracy in
extracting sibling information from the PeeringDB “notes” and “aka”
fields (accuracy: 0.947), and in identifying when domain and favicon
similarities indicate shared organizational control (accuracy: 0.986).
By leveraging website data, Borges successfully maps Limelight
Networks (LLNW-AS22822) and Edgecast (AS15133) under the same
organization (both redirecting to www.edg.io); associates Sprint—
after a series of redirects - with Cogent [24] (§4.3.2); and links
Claro Chile and Claro Puerto Rico, which share a favicon but differ
slightly in domain name (www.clarochile.cl and www.claropr.com).

To quantify how well an AS20rg approach captures the Inter-
net’s organizational structure, we introduce a new metric: the Or-
ganization Factor (§5.4). This metric ranges from 0—where each
organization manages a single network—to 1, where all networks
are grouped under a single organization. Using Organization Factor,
we compare Borges, AS20rg, and as2org+, and find that Borges
achieves a score of 0.3576, outperforming AS20rg and as2org+ by
7% and 3.3%, respectively (§5.4). While no ground truth exists for
organizational mappings, Borges’s improvements in both the Or-
ganization Factor metric and accuracy make a strong case for the
LLM-based approach.

We present Borges, a new system that integrates learning-based
extraction and website inference to improve AS-to-Organization
mappings. This paper makes the following contributions:

e A learning-based extraction method that uses few-shot
prompting with Large Language Models to identify sibling
ASNs from unstructured PeeringDB text fields (e.g., notes,
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aka), avoiding the limitations of regex-based approaches and
manual validation.

¢ A novel website-based inference module that detects
organizational relationships through redirect chains, domain
similarity, and favicon analysis - enabling the discovery of
sibling ASNs missed by existing methods.

e A comprehensive evaluation demonstrating that Borges
outperforms AS20rg and AS20rg+, achieving a 7% improve-
ment in sibling inference, expanding recognized organiza-
tional clusters by 192 million users (~5% of the global Internet
population), and increasing geographic coverage.

¢ A new metric, the Organization Factor, for quantifying
how well an AS-to-Organization mapping reflects real-world
organizational structure; Borges achieves the highest score
to date (0.3576).

¢ An open-source framework by releasing the complete
codebase! together with all prompts, enabling full repro-
ducibility of our results and allowing the community to gen-
erate new mappings and improve the framework.

In the following sections, we detail the design of Borges, evaluate
its effectiveness against existing methods, and discuss its broader
implications for understanding the organizational structure of the
Internet.

2 Background

In this section we present limitations of the traditional and the
latest AS-to-Organization mapping techiques (§2.1) and discuss the
opportunities of including both Large Language Models (LLMs) and
networks’ website information into the process (§2.2).

2.1 The State of the Art

Capturing the organization-level structure of the Internet has in-
spired several studies. Cai et al. [49] seminal work introduced the
widely adopted AS20rg method. In recent efforts, some studies
proposed to incorporate PeeringDB, given its value in related re-
search problems [6, 22, 23, 33, 36, 50], as a valuable resource for
obtaining more complete representations of the AS-to-Organization
mappings. Next, we discuss the contributions of these studies and
potential directions to continue developing more comprehensive
methods.

AS20rg [49], long regarded as the standard for AS20rg map-
pings, uses organizational identifiers (Org IDs) from RIR alloca-
tion databases to group ASNs under the same entity. While these
databases include other fields that could help infer sibling rela-
tionships, their limitations—such as outdated records and incom-
plete organization data—have discouraged broader use [49]. Despite
AS20rg’s broad coverage, it often fails to capture the full scope of
an organization’s network holdings.

Arturi et al. [5] proposed an enhanced AS-to-Organization map-
ping approach that incorporates additional information from Peer-
ingDB. Their system, as2org+, extends AS20rg by extracting sibling
relationships from unstructured text fields—such as notes and aka—
using regular expressions. While this expands the available data,
the reliance on simple regexes limits semantic understanding. As a
result, as2org+ frequently misclassifies numerical values (e.g., phone

10ur codebase is available at: https://github.com/NU- AquaLab/borges
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numbers, years, addresses) as ASNs, leading to false positives. To
mitigate this, as2org+ combines filters with manual inspection, a
process that is both labor-intensive and prone to inadvertently
discarding correct inferences.

Chen et al. [15] followed a complementary path, identifying
mismatches between CAIDA’s AS20rg dataset and PeeringDB’s
records. Their method flags these discrepancies as candidates for re-
classification and uses keyword matching along with semi-manual
inspection to refine mappings.

Despite these advances, current techniques remain constrained
by static heuristics and limited data sources. We identify two un-
derexplored directions to improve AS-to-Organization mapping at
scale: (1) Applying LLM-based, prompt-guided methods for more
robust and semantically aware data extraction; and (2) Leveraging
networks’ websites as an additional source of evidence for inferring
sibling relationships.

2.2 Completing AS20rg Mappings with Website
Information

Using network websites as a signal for inferring shared organi-
zational control remains largely unexplored in AS20rg mapping.
Yet most networks—particularly those operated by commercial
providers—maintain customer- or operator-facing websites. Large
conglomerates often deploy standardized or “canned” web tem-
plates across subsidiaries to present a unified brand and reduce
development costs. We posit that these visual and structural simi-
larities can be leveraged to enrich AS20rg mappings.

A naive approach might rely solely on domain name similar-
ity to identify sibling networks. While effective in some cases, this
misses more complex organizational structures where branding and
naming conventions vary across regions. For example, Telefonica
operates under multiple names — Movistar, Telxius, O2—depending
on the market. Orange, a French conglomerate, runs its transit divi-
sion as Open Transit (AS5511). Even T-Mobile, despite consistent
global branding, uses unrelated domains like http://www.telekom.
sk for Slovak Telekom (AS6855) and http://www.t.ht.hr for Hrvatski
Telekom (AS5391).

To address these complexities, we propose a more comprehen-
sive sibling inference approach that goes beyond domain names.
Specifically, we incorporate additional website attributes—such as
shared logos, favicons, and banners—that are often replicated across
networks under the same organizational umbrella.

3 Borges: System overview

In this section, we present Borges, a framework that combines
AS20rg and PeeringDB data with three complementary techniques
to infer sibling AS relationships. As shown in Figure 2, Borges is
composed of three modules:

e Organization Keys: Leverages organizational identifiers
from WHOIS and PeeringDB to cluster ASes under the same
organization.

o Named-Entity Recognition (NER): Uses LLM-based prompts
to extract sibling relationships from unstructured text fields.

e Web-based Inference: Identifies sibling ASes through web-
site similarity, including shared domains, redirects, and favi-
cons.
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Organization Keys: Borges uses organization identifiers from
WHOIS and PeeringDB to group ASNs under the same entity. These
datasets reflect different aspects of Internet operations—WHOIS
captures allocation and delegation, while PeeringDB is operator-
driven and often more current. By combining both, Borges provides
amore complete view of organizational structure than either source
alone.

Named-Entity Recognition: To extract sibling relationships
from PeeringDB’s unstructured fields (e.g., notes, aka), Borges ap-
plies few-shot prompting with Large Language Models (LLMs).
This approach replaces the brittle, regex-based methods used in
as2org+ [5], which often required manual curation. In contrast,
our LLM-based method offers greater flexibility and accuracy with
minimal human intervention.

Web-based Inference: Borges introduces websites as a new
signal for identifying sibling ASes. Using self-reported URLs in
PeeringDB, we (1) identify networks pointing to the same final
destination (directly or through redirects), and (2) infer sibling
relationships from websites with similar characteristics—such as
consistent branding in domain names or identical favicons. This
technique captures relationships missed by registry data alone,
particularly in cases where branding diverges across regions or
subsidiaries.

4 Borges in detail

In this section, we provide a detailed explanation of the three main
building blocks of Borges: (1) key-based clustering (§4.1), (2) the
LLM-based Named-Entity Recognition module (§4.2), and (3) web-
based sibling inference (§4.3).

4.1 Leveraging Entity-Relation Models

We leverage organizational identifiers (Org IDs) offered by both
WHOIS and PeeringDB (PDB) data schemas. Both WHOIS and PDB
describe allocations and operations with data objects for both ASes
and Organizations, which are linked via a one-to-many relationship.

While the WHOIS Org ID (OIDy ) may be imperfect to fully
capture the AS-to-Organization mappings, this is still a valuable
source of information. As discussed in §2, some organizations do
not consolidate all their resources under a single entity, result-
ing in a partial representation of the overall organization. How-
ever, CAIDA’s AS20rg, the most widely adopted source of AS-to-
Organization mappings, still uses OIDyy, to generate most of the
AS-to-Organization mappings. Despite its limitations, OIDyy pro-
vides an AS-to-Organization mapping for all allocated networks,
as each ASN must be assigned to an organization when allocated.
Rather than using solely a single source, Borges incorporates OIDyy
as one of the sources to identify ASes under the same management.

In a similar way, PeeringDB replicates the WHOIS data struc-
turing with networks and organizations’ data objects linked by a
relationship. We leverage this relationship, the PeeringDB Org ID
(OIDp), to identify all ASes registered under the same organiza-
tion. Unlike the WHOIS data structure, which is confined to legal
and contractual boundaries (e.g., treating subsidiaries as separate
entities), PeeringDB provides an additional perspective from a net-
work operations standpoint, allowing us to group resources under
a common organization.
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Figure 2: Diagram of the building block of Borges composed of three distinct modules for sibling inferences: (1) Key-based
clustering that utilizes organizational identifiers from AS20rg and PeeringDB datasets, (2) Named-Entity Recognition that uses
LLM prompts extracts embedded information from text fields, and (3) A web scraper + LLM-based Classifier that generates
sibling inferences based on the websites referenced in PeeringDB records.
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Figure 3: Example of a cluster obtained for Lumen (AS3356, formerly known as Level3) and CenturyLink (AS209), both under
the same administration, when Organizational IDs from WHOIS records (left) and PeeringDB records (right) are applied. The
example illustrates that WHOIS records fail to group both networks together, while PeeringDB data correctly indicates that

both companies are under the same organizational umbrella.

Due to differing approaches by RIRs and PeeringDB in defin-
ing organizations, they often produce organizations with different
compositions. To reconcile these discrepancies, we consolidate par-
tially overlapping clusters into a single organization. For example,
despite CenturyLink’s acquisition of Level 3 nearly a decade ago,
CenturyLink-AS209 and Level3-AS3356 are still assigned to sepa-
rate clusters in the AS20rg datasets, as shown on the left in Figure 3.
However, the right side of Figure 3 demonstrates that CenturyLink-
AS209 and Level3-AS3356 are grouped under the same organization
in PeeringDB, emphasizing the benefit of combining organizational
IDs from both sources.

4.2 notes and aka: Leveraging Self-Reported

Information

Borges builds upon the as2org+ [5] framework by integrating learning-
based methods to enhance and streamline inference processes. Op-
erators often utilize text fields like notes and aka in the PDB data
schema to share valuable information about siblings . As detailed
in §2.1, as2org+ employs a simple rule-based approach to extract
and organize this sibling information. While straightforward, this
method can lead to incomplete inferences and false positives, re-
quiring expert human review to verify outputs and filter out inaccu-
racies. In contrast, Borges simplifies the extraction of siblings from
text fields by applying Information Extraction (IE) techniques with
modern Large Language Models, reducing false positives and elim-
inating the need for human intervention. In the next paragraphs,
we detail all the steps involved in extracting sibling information
from these unstructured text fields.
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Input Filter: Borges begins the Information Extraction (IE) pro-
cess by applying a dropout filter to enhance model accuracy by
only considering text fields — either notes or aka entries — con-
taining numbers on them. Although these fields are often used
to share sibling information, this is not their most common use.
Therefore, entries without numbers - and thus without potential
Autonomous System Number (ASN) information - are removed
from consideration.

Information extraction with Large-Large Models: Extract-
ing Autonomous System Numbers (ASNs) from unstructured text
fields like notes and aka falls within the scope of Named Entity
Recognition (NER) in Natural Language Processing (NLP). NER
techniques allow us to identify and extract ASNs, converting un-
structured text into structured data through Information Extraction
(IE). LLMs enhance this process by overcoming language barri-
ers [25, 31], enabling us to capture ASNs independently of the
language of the surrounding text.

Advancements in Few-Shot and Zero-Shot Learning with LLMs [7]
highlight their potential for our problem domain. Task-agnostic pre-
training in NLP reduces the need for task-specific fine-tuning, and
zero-, one-, and few-shot settings can sometimes surpass state-of-
the-art fine-tuned models [7]. This opens opportunities for enhanc-
ing IE, especially where manual annotation could be more practical
due to extensive human effort and performance degradation with
new annotation schemas. Zero-Shot IE systems leverage LLMs’ in-
herent pre-trained knowledge for annotations [41], reducing the
need for manual data labeling. We leverage these capabilities to
extract ASNs embedded in natural text.

Deutsche Telekom

+asn: 3320

+ notes:

Related networks:

AS48951 TSI-IAS (T-Systems)
AS5483 Magyar Telekom
AS5391 Croatian Telecom
AS6855 Slovak Telecom
AS12713 OTEGIobe

AS9050 Telekom Romania
AS8412 T-Mobile Austria
AS13036 T-Mobile CZ
AS12912 T-Mobile Poland
AS5588 GTS

AS6821 Makedonski Telekom
AS8585 Crnogorski Telekom
AS5603 Telekom Slovenije
AS6878 Open Telekom Cloud / OTC
AS2773 DTAG-IOT

Prompt

3320, 48951, 5483, 5391, 6855, 12713, 9050, 8412,
13036, 12912, 5588, 6821, 8585, 5603, 6878, 2773

Figure 4: Example of the prompt-guided Information Ex-
traction process from PeeringDB notes using LLMs. In this
example, Deutsche Telekom (AS3320) reports its European
subsidiaries in unstructured text, which can be successfully
identified with Borges LLM-based approach.
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We implemented this approach in Borges, utilizing OpenAI’s
GPT-40-mini [40] with a temperature set to 0 and a Top P proba-
bility mass of 1. This setup ensures the model consistently produces
the most probable next token, resulting in reproducible outputs
unless the model weights are updated. Our prompt (fully detailed
in Listing 2 in Appendix C) instructs the model to extract all sibling
information embedded in the notes and aka fields, and to disre-
gard all unrelated ASNs, such as those reported to be upstream
providers, peers, or part of BGP communities. These restrictions
on the ASNSs to be extracted are particularly useful when dealing
with networks such as Lattitude.sh-AS2622872, which report their
upstream connectivity. This represents a significant departure from
as2org+, as its use of regular expressions required human inspection
and a complex customer-to-provider relationship filter to exclude
these cases. Figure 4 illustrates our implementation, highlighting
Deutsche Telekom-AS3320’s notes containing sibling information.

Output Filter To prevent hallucinations, we limit the output
to only those number sequences that appear in the notes or aka
fields.

4.3 The Web as a Source of Sibling Inferences

Borges advances the state of the art by incorporating networks’
websites as a valuable resource for identifying networks operating
under the same corporate structure. By leveraging the website field
in the PDB data schema, we introduce a novel dimension for this
identification. PeeringDB’s authentication methods ensure that
records are completed by actual network operators, enhancing the
credibility and reliability of the provided websites despite occasional
errors.

Our goal is to identify commonalities among websites associated
with the same corporate entity, potentially indicating that the Au-
tonomous Systems (ASes) linked to these websites share common
administration. We assume that Internet providers under the same
corporate umbrella tend to have similar websites.

Given the complexity and richness of information available on
network websites, our web module comprises three core compo-
nents: (1) Web Scraper: Interacts with networks’ reported websites
to collect specific features (§4.3.1), (2) Final URL Matching Mod-
ule: Identifies networks’ websites that refer, directly or indirectly,
to the same URL (§4.3.2), and (3) LLM-Based Classification: De-
tects networks reporting websites with similar domains and brand
names, including those with identical favicons (§4.3.3).

4.3.1 Scraping the Web: Identifying Final URLs and Networks’ Favi-
cons. Borges utilizes selenium [44] to automate interactions with
websites referenced in PDB records. By employing Selenium’s head-
less browser functionality [37], we can fully render websites — in-
cluding the execution of JavaScript - as if they were displayed in a
regular browser. This live interaction is crucial for loading dynamic
content and handling "refreshes and redirects" (R&R) encountered
during scraping. As a result, Borges collects the final URLs of the
websites referenced in PDB, enabling the detection of relationships
across networks that are not visible in PDB records but become
apparent after loading these pages.

2An example of Lattitude.sh’s entry is shown in Appendix B
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Building on the list of final URLs, Borges collects favicons based
on the hypothesis that networks under the same administration are
likely to use identical or similar brand icons displayed as website
favicons. To download and create a dataset of these icons, Borges
utilizes Google’s Favicon API3.

4.3.2  Final URL Matching Module. Borges uses perfect URL match-
ing from direct and indirect references as a first method for inferring
sibling relationships based on website URLs. This approach lever-
ages the information available in the field website of the PeeringDB
data schema to identify networks registered under different orga-
nizations on PDB (i.e., networks with different OIDp) but being
under the same company structure. In the following paragraphs, we
explain both scenarios and detail how Borges effectively identifies
these cases.

edg.io (LLNW)

+ asn: 22822
+ aka: Limelight Networks

+ org_name: Edgio . f
+org_id: 18 Lﬁps.//edgﬂ
+ website: https://www.edg.io

edg.io (Edgecast)
+asn: 15133
+ aka: EdgeCast

+ org_name: Edgio (Edgecast)
+org_id: Y
+ website: https://www.edg.io

(a) Same website

Clearwire R&R

+ asn: 16586 Ihttp://www.clearwire.com:
+ org_name: Clearwire

+ org_id: 1387

+ website:
http://www.clearwire.com

ihttp://www.sprint.com/

www.t-mobile.com

T-Mobile USA

+asn: 21928

+ org_name: T-Mobile USA
+ org_id: 8156

+ website:
www.t-mobile.com

(b) Refresh and Redirect (R&R)

Figure 5: Examples of PDB records representing networks
under different organizations (each having different organi-
zation IDs), yet either directly (as depicted in Fig. 5a) or indi-
rectly (following refreshes and redirects, as seen in Fig. 5b),
lead to the same website.

The simplest scenario for inferring sibling relationships through
the website field is when different organizations within the PDB
register two networks that share the same website. An example
is the recent merger of LimeLight Networks (LLNW, AS22822)
and Edgcast (AS15133) into a single company named edg.io [21].
Despite the updates on PDB records of both networks, shown in
Figure 5a, showing their new branding and website, they continue
to fall under different PDB organizational umbrellas. By leveraging
the information found in the website field, we can discover this
sibling relationship.

Another scenario is when networks reference different websites
within the PDB (and different organization too), but both ultimately
3Example of use of Google’s Favicon API for Orange France: https:

//13.gstatic.com/faviconV2?client=SOCIAL&type=FAVICON&fallback_opts=
TYPE,SIZE,URL&url=https://www.orange.fr&size=16
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lead to the same website through redirects. This situation becomes
visible only when users interact with these websites, our in our
dataset through scraping. Clear Wire (AS16586) is a prominent
example of this as Sprint first acquired this company in 2012 [45],
which T-Mobile subsequently acquired in 2020 [46]. As depicted
in Figure 5b, in a 2021 PDB snapshot, the record for Clear Wire
directed to www.clearwire. com, despite this website redirecting
to Sprint (www. sprint.com), which in turn redirects to T-Mobile.
More recently, in 2023, T-Mobile sold out the former Sprint fiber
backbone to Cogent [24], again highlighting the dynamicity of
mergers and acquisitions across Internet providers.

By utilizing the list of final URLs collected during the scraping
process, Borges captures both organizations that report the same
website and those that indirectly lead to the same final URL. As a
final step, Borges applies a manually curated blocklist of domains
that are typically included in PeeringDB records but are provided by
unrelated companies. This situation commonly occurs with small
companies that do not have their own websites and instead use
mainstream communication channels (Facebook, LinkedIn, GitHub,
Discord, etc.) to interact with their users and other operators. Given
that there are only a handful of such examples, we manually curated
this list, which is fully described in Appendix D.1.

4.3.3 LLM-Based Classification. Borges further extends its website-
based inference by analyzing favicons and final URL similarity.
We assume that companies under the same organization will use
the same brand logos — displayed as favicons on their websites
— and domain names that are variations of the parent company’s
name. Figure 6 provides an overview of the decision tree applied to
determine that URLs associated to the same favicon actually belong
to the same company.

C Blocklist ]

Perfect match of both
favlcon and subdomam”

VAN

Same Company ] [ LLM favicon and URL? ]

VAN

Same Company Different Companies

Figure 6: Decision Tree for Company Classification

As afirst step, Borges, with the same criteria applied to create the
blocklist from §4.3.2, applies a blocklist (see the full list in Appen-
dix D.2) to exclude networks reporting mainstream communication
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Borges

Company Logo URLs

Digicel [

https://www.digicelgroup.com/kn/en

https://www.digicelgroup.com/cw/en
https://www.digicelgroup.com/bb/en

Table 1: Digicel is a large operator in the Caribbean, whose
subsidiaries’ websites share both the favicon and subdo-
mains.

Company Logo URLs

Claro 61 https://www.clarochile.cl/personas/

https://www.claro.com.do/personas/
https://www.claro.com.pe/personas/
https://www.claropr.com/personas/

Bootstrap E https://www.anosbd.com/

https://www.rptechzone.in/
https://bapenda.riau.go.id/
http://www.conexaointernet.com.br/
https://www.ramdiaonlinebd.com/

Table 2: Examples of domains sharing the same favicon. The
first corresponds to Claro, a large operator with a presence
in Latin America and the Caribbean, while the second is the
default favicon of the Bootstrap web framework. Domain
names help differentiate companies’ brand logos from web
frameworks.

platforms (e.g., Facebook, LinkedIn, GitHub, Discord) in the PDB
website field, which creates links between unrelated companies.

After excluding these unrelated domains from consideration,
Borges following decision rule involves grouping together all ASNs
from entries that lead to the exact same favicon and share the
same subdomain (e.g., www.orange.es and www.orange.pl). This
rule assumes that all ASNs belong to the same company structure
when they share identical subdomains and favicons, as illustrated
in Table 1 for the case of Digicel, a conglomerate operating in the
Caribbean.

To handle more complex cases, our next step reclassifies groups
not previously considered under the same company by grouping
all final URLs that display the same favicon. Table 2 provides two
contrasting examples. The first is Claro, a cellular carrier operating
in Latin America, whose local branches have slightly different final
URLs and domain names but exhibit the same company logo in
their favicons. However, as the second example illustrates, when
websites use default favicons provided by web technologies like
Bootstrap, WordPress, GoDaddy, or IXC Soft — a popular website
developer for Brazilian networks — this can inadvertently group
together unrelated final URLSs, as they all share the same default
favicon.

To address this ambiguity, Borges employs an LLM-based classi-
fier. By inputting the favicon and the associated list of final URLs,
Borges uses a prompt (described in Listing 3 in Appendix E) to query
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GPT-40-mini to determine whether the information corresponds to
(a) a specific company, (b) different companies.

5 Evaluating Borges

In this section, we evaluate the improvements introduced by Borges
using PeeringDB and website data. We explain our experimental
setup (§5.1), the results obtained from applying Borges (§5.2), vali-
date the accuracy of both stages of the LLM (§5.3) and benchmark
Borges against prior AS-to-Organization mapping techniques (§5.4).

5.1 Evaluation Setup

To evaluate Borges, we downloaded snapshots of PeeringDB and
WHOIS information, as both serve as input sources. CAIDA pro-
vides an archive of both PeeringDB and AS20rg, albeit with dif-
ferent temporal granularities. Specifically, we used the PeeringDB
snapshot from July 24, 2024, and CAIDA’s AS20rg from July 1, 2024.

To complete the execution of Borges, we utilized the website
information available in the PeeringDB snapshot and retrieved all
favicons of these websites on July 30, 2024.

For our evaluation, we compared Borges with as2org+and AS20rg,
whose mappings are also required. The mappings from AS20rg
are publicly available and were downloaded from CAIDA. In con-
trast, as2org+ does not offer any mappings and its methodology
employs various regular expressions and requires substantial hu-
man intervention. For our evaluation, we built the mapping with a
simple setup that uses only pdb.org_id (OIDp). Given that Borges
works without human intervention, we also removed all manual
steps from as2org+ to compare both systems under the same fully
automated conditions.

5.2 Borges’s Features Contribution

Our first analysis focuses on understanding the individual contri-
bution of each feature in identifying and retrieving Autonomous
System Numbers (ASNs) and their role in forming network-based
groupings. To quantify the impact of each feature, we analyze
their performance in isolation before integrating them into a com-
bined methodology. Due to the partially overlapping nature of the
inferred organizations, combining features reveals their comple-
mentary effects, where each feature augments the others to create
more comprehensive and larger organizational groupings within
the network. Table 3 shows the individual contribution of each
feature.

Source Number of ASes Number of Orgs

OIDp 30,955 27,712
OIDy 117,431 95,300
notes and aka 1,436 847
R&R 22,523 20,065
Favicons 1,297 319

Table 3: Summary of ASes and Organizations obtained from
each of the features of Borges.
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http://www.conexaointernet.com.br/
https://www.ramdiaonlinebd.com/
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Organizational IDs. When examining both WHOIS and Peer-
ingDB native fields in the data schema for linking networks to
organizations, we find that our AS20rg snapshot contains 117,431
ASNs linked to 95,300 distinct organizations, while PeeringDB in-
cludes 30,955 ASNs mapped to 27,712 organizational IDs.

AS20rg provides an organization-level topology where orga-
nizations manage an average of 1.23 networks, with the largest
organization being the US Department of Defense (DNIC-ARIN),
which operates 973 networks. In contrast, organizations identified
using PeeringDB manage an average of 1.12 networks, with the
largest being ISC, operating 82 networks.

notes and aka. Our PeeringDB snapshot contains entries for
30,955 networks. Of these, 17,633 entries have non-empty fields,
and only 2,916 entries contain numeric information in either the
“aka” or “notes” fields — 1,038 in “aka” and 2,057 in “notes”. From
the “notes” and “aka” fields, Borges extracts 958 ASNs from 849
network entries, and when combined with the network entries’
ASN, leads to a total of 1,436. Only considering these 1,436 from
notes and aka, Borges obtains 847 different organizations.

Refresh and Redirects. From 30,955 network entries on PeeringDB,
26,225 contain website information, referencing 24,200 unique URLs.
When accessing these websites, only 20,742 websites were available,
and others involved a series of redirects, leading to a total of 20,094
unique final URLs. This web crawling enables an AS-to-organization
mapping for 22,523 networks into 20,065 organizations.

Favicons. Our scraping process downloaded 14,516 unique fav-
icons from 20,091 final URLs (3 final URLs did not lead to any
favicon). From 14,516 unique favicons, 440 were shared for more
than one final URL, with 1,260 unique URLs associated, where 281 of
these shared favicons had the same subdomain (e.g., www.orange.es
and www.orange.pl). This approach creates an AS-to-organization
mapping for 1,297 networks into 319 organizations.

5.3 Validating LLM Stages

Our first step involves evaluating whether the LLM-based compo-
nents of Borges —specifically, the Information Extraction (IE) and
Classifier modules — are well-suited for the task of identifying sib-
ling organizations. To assess the accuracy of our implementation,
we applied human inspection to all entries containing numerical
information and determined whether the outputs were correct. For
the classifier, we manually inspected whether its decisions to la-
bel favicons and their associated domains as companies or web
frameworks were accurate.

Information Extraction with LLMs Our evaluation of the
accuracy of the Information Extraction Stage using LLM is a manual
inspection of impressions across notes and aka fields of 320 entries,
for which we manually extracted and structured the embedded
information. In our evaluation, we define False Negatives (FN) as
those ASNs included in either the notes or the aka but ignored
by the LLM and not included as part of the inferred output. Our
definition of False Positives (FP) considers two cases: (1) when the
LLM misinterprets the presence of any other numerical expression
(e.g., physical address, a phone number, or the maximum number of
prefixes accepted) as an ASN, or (2) there is an actual ASN but the
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same organization does not manage it and instead is, for example,
an upstream provider.

Metric Value

True Positives (TP) 187
True Negatives (TN) 116
False Negatives (FN) 12

False Positives (FP) 5

Recall 0.94

Precision  0.974
Accuracy  0.947

Table 4: Accuracy, Precision and Recall of our LLM-based
Information Extraction stage to recover sibling information
embedded in notes and aka

Our evaluation of notes and aka’s information extraction in-
volved 320 PeeringDB records, as shown in Table 4. The results
demonstrate that our LLM-based approach correctly extracted ASNs
from 187 records and accurately disregarded numeric information
not related to sibling ASNs in 116 records. In 12 records, our ap-
proach failed to recover ASNs embedded within these fields, and in
5 cases, it misinterpreted unrelated numbers as sibling ASNs. As
a result, this stage achieves an accuracy of 0.947 with a precision
and recall of 0.974 and 0.94, respectively.

We further explore some examples to familiarize ourselves with
potential sources of these inaccuracies, For instance, AS7132 (AT&T)
claims to belong to AS7018 (AT&T’s largest network), yet the LLM
does not return this relationship. Another case is AS10026 — for-
merly PACNET, now part of Telstra — which lists AS 2706 (HKBN)
as part of its network. In this case, the LLM correctly extracts the
reported data, but given that the data itself is wrong, the resulting
inference is also incorrect.

Companies’ Name Classification with LLMs Our evaluation
of the accuracy of the Classification Stage using LLMs involves
assessing whether the decision to label a tuple — composed of a
favicon and a list of domains using this favicon - as either a com-
pany or a non-company entity (e.g., a framework like WordPress)
is correct. In this context, False Positives (FPs) occur when a frame-
work technology is incorrectly labeled as a company, while False
Negatives (FNs) occur when a legitimate company is mistakenly
labeled as a framework and thus ignored.

‘ Step 1 ‘ Step 2 H All

True Positives (TP) 279 38 317
True Negatives (TN) 116 0 116
False Positives (FP) 1 0 1
False Negatives (FN) 43 5 5
Precision | 0.996 1.0 0.997

Recall | 0.8665 | 0.8837 || 0.984
Accuracy 0.9 0.8837 0.986

Table 5: Accuracy, Precision and Recall of our LLM-based
Classifier in each of its two steps and as a whole.
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We evaluated the LLM-based classifier by assessing the accu-
racy of the entire decision tree (see Fig. 6 in Sec. 4.3.3), as well as
each individual step, with results presented in Table 5. Our evalua-
tion involved manually reviewing 449 different favicons and their
associated domain lists.

In the first step, the classifier considers PeeringDB entries of
ASes that share the same favicon and subdomain in the final URL
obtained after querying the reported website in PeeringDB. This
step achieves an accuracy of 0.90, with a precision of 0.996 and
a recall of 0.8665. However, due to its strict criteria, this stage
produces 43 false negatives, which are intended to be reclassified
in the next step.

The second decision rule relaxes the criteria by grouping together
domains that share the same favicon, regardless of subdomain
differences, and uses an LLM for this reclassification. This rule
successfully reclassifies 38 of the 43 false negatives as true positives,
reducing the number of false negatives to 5 and achieving a final
accuracy of 0.8837 for this step.

Overall, the LLM-based classifier achieves an accuracy of 0.986,
a recall of 0.984, and a precision of 0.997.

We compared our outputs with the annotated data and found
that the method, while working as designed, misses many sibling
networks. A remarkable example is DE-CIX and its subsidiaries,
AQABA-IX in Jordan and Ruhr-CIX in the German region of Ruhr.
Although they use the same favicon, their different domain names
caused the LLM classifier to label them as unrelated companies.

5.4 Benchmarking Against AS20rg and as2Zorg+

After evaluating the accuracy of our extraction methods, our next
step is to compare the ability of Borges, as2org+, and the long-
standing state-of-the-art approach AS20rg to group networks un-
der the same organization.

We develop a metric called the Organization Factor (0) to mea-
sure the capacity of each of these approaches to group networks
under the same ownership as part of the same organization. The
Organization Factor ranges between 0 and 1, corresponding to the
hypothetical cases where all organizations manage a single network
(6 = 0) and where all networks are under the same organization
@=1).

To compute this metric, we create a graph G = (V, E) where
the vertices V are all networks appearing in the WHOIS records
— since this is a compulsory database for network delegations —
and an edge connects two vertices v and u if both belong to the
same organization. Under this definition, each organization forms
a clique consisting of all networks inferred to be under the same
organization, and there are no edges between networks of different
inferred organizations.

Figure 7 illustrates how the Organization Factor (6) is computed
using two examples: (1) all organizations manage a single network,
and (2) the organizations inferred by AS20rg. In this figure, the
x-axis represents each organization inferred by each method, sorted
in descending order based on the number of networks they contain,
and the y-axis displays the cumulative sum of networks in each
organization.

Since both methods include the same total number of networks
(all delegated networks) but differ in the number of organizations
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Figure 7: Illustrative example of the Organization Factor (0) is
computed using two examples: (1) all organizations manage a
single network, and (2) the organizations inferred by AS20rg.

(as AS20rg infers fewer organizations because some manage multi-
ple networks), we extend the shorter sequence with zeros to match
the lengths. In this graphical representation, the Organization Fac-
tor (0) is calculated as the normalized area under the cumulative
distribution curve of network counts per organization.

Formally, let n be the total number of networks, and let k be the
number of organizations inferred by a method. Let s1, sp, . . ., s be
the sizes (number of networks) of these organizations, sorted in
descending order. We define the cumulative sum C; = Z;:l sj for
i=1,...,n, wheres; = 0 for j > k to fill the tail with zeros.

n n 1
ezniZZci—i:%Z(zsj)—i 1)
i=1 i=1 ' j=1

Table 6 presents the Organization Factor (0) for AS20rg, along
with each of the four features of Borges — OIDp, notes and aka
(N&A), Refresh and Redirect (R&R), and Favicons (F) — arranged
across all possible combinations. Our results indicate that AS20rg
achieves a 0 score of 0.3343, which serves as the baseline, repre-
senting the state of the art for years. We also observe that asZorg+,
in the configuration used for our comparison (detailed in §5.1),
scores 0.3467. Analyzing the contributions of Borges, we find that
most features offer comparable improvements to as2org+ relative
to the baseline AS20rg. However, when all features are combined,
Borges achieves a 0 score of 0.3576, outperforming both AS20rg
and as2org+ by 7% and 3.3%, respectively.

To conclude this assessment, we emphasize that the Organiza-
tion Factor (6) cannot assess AS-to-Organization performance on
its own; without conducting an accuracy check, as the Organization
Factor () does not distinguish between correct and incorrect map-
pings. We also recognize there is potential to apply 6 beyond the
AS-to-Organization context to other research on Internet structure.

6 Borges’s Impact

In this section, we evaluate Borges’s contribution to producing
a more accurate representation of large network organizations,
including access, transit, and content providers. We quantify the
gains in organizational size across these categories (§6.1) and assess
how Borges improves visibility into the country-level footprint of
international conglomerates operating on the Internet (§6.2).
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AS20rg OIDp N&A R&R F 0
0.3343
v v 0.3467
v v 0.3386
v v 0.3456
v v 03384
v v 4 0.3503
v v 4 0.3520
v v v 0.35
v v v 0.3495
v v v 03435
v v v 0.349
v v 4 v 0.3552
4 v 4 v 03533
v v v v 03547
v v v v 03527
v v v v v 03576

Table 6: Organization Factor (6) scores for individual and
combined components of Borges: OIDp, Notes & AKA ()N&
A), Refresh & Redirect (R & R), and Favicons (F). AS20rg
serves as the baseline (0 = 0.3343), as2org+ achieves 0.3467,
and the full configuration of Borges reaches 0.3576.

6.1 Borges Contribution to Large Networks

We assess Borges’s contribution to producing a more accurate rep-
resentation of large networks on the Internet, focusing on three
categories: (1) access networks, (2) transit providers, and (3) content
platforms.

For access networks, we combine sibling inferences from Borges
with population estimates from APNIC [27, 42], using data as of
July 1, 2024. For transit providers, we evaluate the top 100, 1,000,
and 10,000 networks based on CAIDA’s AS-Rank, also as of July 1,
2024. For content platforms, we analyze the 16 largest hypergiants
identified in prior work [6, 9, 10], including Akamai (AS20940),
Amazon (AS16509), Apple (AS714), Facebook (AS32934), Google
(AS15169), Netflix (AS2906), Yahoo! (AS10310), OVH (AS16276),
Limelight (AS22822), Microsoft (AS8075), Twitter (AS13414), Twitch
(AS46489), Cloudflare (AS13335), EdgeCast (AS15133), Booking.com
(AS43996), and Spotify (AS8403).

Access Networks. Several international conglomerates operate
prominent access networks, fixed-line, wireless, or both, across
multiple countries. However, existing AS20rg approaches often
fall short in grouping all of a conglomerate’s networks under a
single organizational entity. Our goal is to assess whether Borges
improves this representation by consolidating these distributed
access networks into unified organizational groupings.

To evaluate Borges’s impact on grouping eyeball networks under
common corporate ownership, we first compare the size of eyeball
populations in Borges versus AS20rg. Table 7 summarizes the
number of organizations whose user populations changed under
Borges, along with the average number of users per organization.
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AS Population
# Organizations [E(AS20rg) E(Borges)
Changed 352 3,013,751 3,561,258
Unchanged 25105 117,805 117,805

Table 7: Comparison of the mean (E) AS population be-
tween AS20rg and Borges in organizations with and without
changes in the number of networks.

Out of 25,457 total organizations, only 352 experienced changes
in user population due to Borges’s reconfiguration, while the re-
maining 25,105 remained unchanged. However, these changed or-
ganizations represent significantly larger user bases. The average
number of users in modified organizations increased by approxi-
mately 500,000 from 3,013,751 in AS20rg to 3,561,258 in Borges’,
whereas unchanged organizations remained small, averaging just
117,805 users.

To further quantify the effect of Borges’s reconfiguration, we
compute the marginal growth in user population across modified
organizations. For instance, if organization A in Borges merges B
and C from AS20rg, with 300, 200, and 100 users respectively, the
marginal growth is the increase over the largest prior group: 300 -
200 = 100 users.

Applying this metric across all reconfigured organizations, Borges
achieves a total marginal growth of 193 million users, out of a global
base of 4.21 billion, representing a 5% improvement in organiza-
tional coverage of the Internet’s user population. In other words,
Borges consolidates fragmented network entities in a way that
more accurately reflects real-world corporate structure, especially
among large access providers.

Our final analysis of access networks focuses on the top 20 orga-
nizations with the largest marginal user growth under Borges, as
shown in Table 8. The results highlight Borges’s ability to reconfig-
ure and consolidate large international conglomerates operating
across diverse regions, including Deutsche Telekom (T-Mobile),
Telkom Indonesia, and Claro.

One of the most notable reconfigurations occurs for Deutsche
Telekom, whose footprint expands by over 20 million users un-
der Borges. Similarly, TIGO, a multinational provider active across
Latin America, shows a marginal growth of 12 million users. These
substantial increases underscore Borges’s effectiveness in more ac-
curately representing the scale and reach of global access providers.

Transit Netwokrs. Our next analysis focuses on Borges’s impact
on transit networks. Using CAIDA’s AS-RANK of July 1, 2024, we
examine the Borges’s contribution to reshaping organizations with
transit across the rank.

Our analysis of transit networks focuses on marginal growth in
the number of ASNs managed by an organization, rather than user
population. Because CAIDA’s AS-Rank is computed at the ASN
level, and recomputing it at the organizational level would require
significant reprocessing, we assess marginal growth by measuring
how many additional networks are associated with an organization,
relative to its highest-ranked ASN.

Figure 8 presents this analysis, showing the cumulative marginal
growth of networks per organization when comparing Borges with
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Company AS20rg Borges Difference
Deutsche Telekom 24,779,378 46,420,443 21,641,065
Telkom Indonesia 33,996,157 54,540,440 20,544,283
Charter 26,624,394 44,440,982 17,816,588
Virgin 11,539,556 25,973,469 14,433,913
TIGO 2,792,759 15,736,350 12,943,591
Claro 6,274,692 18,257,599 11,982,907
Orange 8,983,260 18,711,548 9,728,288
Cablevision Mexico 5,992,157 12,977,362 6,985,205
Free (Iliad) 7,085,849 13,183,971 6,098,122
Telefonica 11,147,816 17,239,924 6,092,108
LG Powercomm 6,689,237 12,683,677 5,994,440
Chunghwa Telecom 7,276,335 12,104,016 4,827,681
Telecom Hulum 12,875,363 17,124,563 4,249,200
Claro Brasil 16,912,676 20,917,350 4,004,674
ACT Fibernet 4,007,919 7,925,537 3,917,618
J:COM (Japan) 4,945,904 7,905,008 2,959,104
Telia 3,159,568 5,713,328 2,553,760
BRM (Brasil) 10,055,599 12,248,262 2,192,663
GigaMais Telecom 1,071,147 3,134,677 2,063,530
Telenor 2,415,632 4,415,607 1,999,975

Table 8: Top 20 marginal AS population growths.
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Figure 8: Marginal network growth of organizations sorted
by their AS-RANK.

AS20rg. The figure also includes linear regression fits for the top
100, 1,000, and 10,000 ASNs in AS-Rank.

Our results reveal that the highest-ranked networks see the
greatest consolidation: the top 100 networks gain, on average, 5
additional ASNs under Borges, indicating a substantial reconfigura-
tion of large transit providers. This effect extends through the top
1,000 (slope = 1), but tapers off in the long tail, where networks are
more likely to be stand-alone and not part of larger organizational
entities.

Hypergiants. Our final analysis examines hypergiant networks,
which often span multiple business units (e.g., Google Cloud and
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YouTube) or reflect historical mergers and acquisitions (e.g., Akamai
and Prolexic). We evaluate whether Borges more fully captures the
organizational footprint of these companies by consolidating their
disparate ASNs under a single entity.

as2org
as2org+

Borges

Amazon
Google
Limelight
Microsoft
EdgeCast

Figure 9: Comparison of the organization size of Hypergiants
using AS20rg, as2org+ and Borges.

Our evaluation shows that Borges improves the organizational
representation of 5 hypergiant networks, as illustrated in Figure 9.
The most significant change is for Edgecast, which gains 9 addi-
tional networks through its consolidation with Limelight. Other
hypergiants also benefit: Microsoft, Google, and Amazon see in-
creases of 1, 3, and 1 networks, respectively, compared to AS20rg.

6.2 Conglomerates’ Footrprints

Our last analysis expands our analysis of the footprint of inter-
national access providers operating in various countries, but now
focuses on Borges contribution to drawing a better country-level.

Our analysis shows that Borges expands the country-level foot-
print, defined as the number of countries where APNIC estimates
identify users for 101 organizations. Among these, the average
marginal increase is 2.37 countries. Table 9 lists the top 20 orga-
nizations with the largest expansions. Notable examples include
Digicel, which grows from 4 to 25 countries; Deutsche Telekom
(T-Mobile), from 3 to 14; and Claro, from 1 to 5. These results
demonstrate Borges’s effectiveness in capturing the global reach of
multinational network operators.

7 Discussion

While our approach expands the scope and accuracy of AS-to-
Organization mappings, several limitations remain. Borges’s key
contribution is leveraging websites as a new signal for sibling in-
ference. However, there is no longitudinal archive of websites ref-
erenced in PeeringDB, which prevents us from analyzing how or-
ganizational structures evolve over time.

PeeringDB itself provides only partial coverage of the AS ecosys-
tem, as registration is voluntary and many ASes remain undocu-
mented. For example, prior work by Moura et al. [38] manually
identified several Microsoft ASNs that are absent from PeeringDB.
Even among registered networks, entries can be incomplete or in-
consistent’fields may omit sibling information, lack website URLs,
or contain outdated or inaccurate data.

In addition, our method is not designed to capture complex,
multi-layered ownership structures that span distinct regions and
brands. For instance, América Mévil operates both Claro in Latin



IMC ’25, October 28-31, 2025, Madison, W1, USA

Company AS20rg Borges Difference
Digicel 4 25 21
Zscaler 16 28 12
Deutsche Telekom 3 14 11
NTT 2 11 9
PacketHub 61 70 9
Columbus Networks 5 13 8
TIGO 2 9 7
Cable & Wireless 7 14 7
MainOne 3 9 6
Cogent 18 24 6
Leaseweb 3 9 6
Claro 1 6 5
Latitude Sh 16 21 5
xTom GmbH 4 9 5
Contabo 15 20 5
SoftLayer 7 11 4
UNINETT 1 5 4
IBOSS 3 6 3
Orange 2 5 3
Misaka 2 5 3

Table 9: Top 20 organizations’ country-level footprint
growths.

America and A1 in Europe [39], yet public records rarely make such
relationships explicit. Capturing these deep, often intentionally
opaque corporate ties remains an open challenge for future work.

8 Conclusions

The structure of Internet organizations continues to evolve through
mergers, acquisitions, rebrandings, and regionally distinct branding
strategies. Mapping these dynamic relationships to Autonomous
Systems is essential for understanding Internet topology, assessing
infrastructure resilience, and informing policy, yet existing AS-to-
Organization methods struggle with outdated records, unstructured
metadata, and organizational ambiguity.

We introduced Borges, a new framework for inferring sibling
ASNs using large language models and website-based signals. Borges
extracts relationships from noisy PeeringDB text fields using few-
shot prompting and expands coverage through website redirection,
domain clustering, and favicon analysis. Our results demonstrate
that Borges improves both accuracy and coverage over existing
systems, adding millions of users to organizational clusters and
improving global visibility into network operators’ real footprint.

By blending structured data with semantically aware extrac-
tion, Borges opens a path toward more complete, adaptive Internet
measurement.

As LLMs continue evolving, Borges opens a path for exploration
with future, more complex LLM models, and alternative models to
the ones used in this work, such as Meta’s Llama and DeepSeek’s
R1.

Selmo et al.
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A Ethics

This work does not raise any ethical issues

B notes to report upstream rather than siblings

Listing 1 provides an example of a network that uses its notes
field to report the ASNs of its upstream connectivity rather than
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indicating sibling relationships. Without contextual information,

these ASNs could be misinterpreted as siblings.

Listing 1: Example of the net entry for Maxihost (AS262287)
in the PDB snapshot of June 2021.

Through the Bare Metal Cloud proprietary platform,
Maxihost deploys high-performance physical servers
in multiple regions around the globe. Maxihost owns
a Tier 3 compliant Datacenter in Sao Paulo, where
its headquarter is located. See more at https://www.
maxihost.com/

We connect directly with the following ISPs,
- Algar (AS16735)

- Sparkle (AS6762)

- Voxility (AS3223)

- GTT (AS3257)

- Cogent (AS174)

- FL-IX (Florida Internet Exchange)

- IX.br (Brazilian Internet Exchange)
- Equinix Exchange

- Any2 California (CoreSite Exchange)
- DE-CIX New York

- DE-CIX Dallas

- NSW-IX (Australia Internet Exchange)

C Infromation Extraction with LLMs

Listing 2 presents the prompt used to extract embedded sibling
information from the notes and aka fields.

Listing 2: Prompt implemented to extract embedded sibling
information in notes and aka fields.

prompt =

You are a network topology expert who wants to find
Autonomous Systems (ASs) that belongs to the same
organization by reading the peeringdb information.

Please inform the ASs that are peering with the original
AS.

Don't inform the AS that the original AS is connected to,

inform the one that are peering as the same

organization.

If some AS number is mentioned in the 'as-in' and 'as-out
' sections in the Notes field, it doesn't mean that
they belong to the same organization.

The PeeringDB information for the ASN {asn} is:

Notes: {notes}

AKA: {aka}

{format_instructions}

Just inform an AS if it is number is explicitly written
in the AKA or Notes fields provided.

Yo don't know the relation between a company name and its
AS number.

Also explain why you choose the ASs informed.
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D Blocklists

Borges utilizes blocklists to filter out domains reported in the net-
works’ website field that do not point to the company’s official
website but instead redirect to mainstream communication plat-

forms.

D.1 Subdomain Blocklist

Table 10 shows the manually curated list of subdomains removed
from consideration when inferring sibling across networks report-

ing the same subdomain.

4
°

Blocked Domain

myspace
github

he

facebook

instagram

linkedin

bgp.tools

oracle

discord

peeringdb

Table 10: Blocklist of Website Domains
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D.2 Final URL Blocklist

Table 11 presents the manually curated list of domains excluded
from sibling inference when they are used along with favicons.

No. Blocked Domain

1 example.com
2 github.com

3 linkedin.com
4 facebook.com
5 discord.com

Table 11: Blocklist of Website Domains

E LLM-based Classifier

Selmo et al.

{"type": "text", "text": f"Accessing these URLs {

x['final_url ']} returned the attached
favicon. If it is a telecommunications
company, what is the company's name? If it
is a subsidiary, provide the parent company'
s name. If it is not a telecommunications
company, is it a hosting technology? Reply
only with the name of the company or
technology. If it is none of the above,
reply 'I don't know'."},

"type": "image_url",
"image_url": {"url": f"data:image/jpeg;base64
,{image_data}"},

Listing 3 displays the prompt to identify whether a favicon and a
list of final URLs correspond to networks operating under the same

corporate umbrella.

Listing 3: Prompt implemented to determine a favicon and
a list of final URLs correspond to networks under the same

corporate umbrella

message = HumanMessage (

content=[
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