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Need rigorous theory for robust sustalnablllty
Evolution, not intelligent design
“Architecture as art” (even by geniuses)
Simplest case that illustrates universal concepts?




Current architecture priorities (JCD):

* Theory: SLS (SysLevelSyn), LAO (LayerAsOpt), Learning
and control, Cyber and physical

Cancer immunology (development, wounds, infections)
Neuro, sensorimotor, language, mental iliness
Microbiomes, biofilms

Social, political, economic

Need rigorous theory for robust sustainability

Simplest case that illustrates universal concepts?




Current architecture priorities:

* Theory: SLS (SysLevelSyn), LAO (LayerAsOpt), Learning
and control, Cyber and physical

« Cancer immunology (development, wounds, infections)

* Neuro, sensorimotor, language, mental iliness

* Microbiomes, biofilms

Social, political, economic (most intractable, most essential)

« Consciousness, feelings, free will (most confused)

Need rigorous theory for robust sustainability

Simplest case that illustrates universal concepts?




Diversity-enabled sweet spots in layered architectures
and speed-accuracy trade-offs in sensorimotor control

Yorie Nakahira, Quanying Liu, Terrence J. Sejnowski, and John C. Doyle

PNAS 2021
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Laws, layers, levels, diversity, sweet spots, SLS
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Laws, layers, levels, diversity, sweet spots

Cells

Organisms
Immune Sys
Brains
Language
Societies
Ecosystems

Cell (Phones)
Computers
Internet

Power

Utilities
Vehicles
Transport

Supply Chains
Buildings
Cities
Countries
Finance

Laws

Judicial system

Clothing
Cooking
Baking
Legos

Function, protocols, virtual, flexible, evolve, adapt, fragile, hidden, hijacked
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All (parallel) architectures: Laws, layers, levels, diversity, sweet spots

Cells Cell (Phones)
Organisms Computers
Immune Sys Internet
Brains Power
Medical physiology  Utilities
Societies Vehicles
Ecosystems Transport

High impact science (noncontrol) publications:

Science, Cell, PNAS, PRL, ...

Supply Chains
Buildings
Cities
Countries
Finance

Laws
Language

* Big impact in engineering
 Minimal acceptance in science

« Eager to discuss in any level of detalil
« Subject of this year’s courses in CDS@Caltech
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Drawn from Google’s Network Infrastructure

INFRASTRYCTIYUNY
LAYAR

. : Ramesh Govindan'+, Ina Minei’, Mahesh Kallahalla®, Bikash Koley’, Amin Vahdat'
l Wﬂ[hl_\ 'ld\‘ F 'l\‘\ﬂlfhl Ryu 'Google *University of Southern California

Controfer M| ___ o anan - | o |
r N N A £ —_
s . BaBR K Ao 7
m , BRXR PR
o B&EE | T B! Bt \
ALY )
. —d | 3¢ Pte 2 BUER ?
Openl e ss:)/
Swilkch _— ™

1ol ’
"l ‘

Ficure 1: Gooel"s Global Network



Language

Apps
Global
Diverse

—
—
—
—
-— -
—
—
_—_
—
—
—
—
—
—
_—

—_—y
LS
-~
-
-
‘.
—y
-,

Virtual |

|
|
I
Layered os - '

I
I
I
I
HW  Physical
Local
Less diverse

|
|
Hi/v/HW\



—_—_————_——_—————_—_

L

Virtual

Virtualized



M= B8R0yl cBNEBBNSHyall  Restanen M= eBRNYl e cBNEEBNS YAl RSN

GOARBRAnURAREL v UL OES . Purol PR LR LR Rty AN D Pirom
KOO 2 M 300AY s BV STUDD ERE RN - A;W‘::r::;;t?g;“:::-_~ stgggr;;u;’;;
W 8T nemPBsp DDy "= == “78 TR T TY BEQENY
PN DEs-LUarlNALER T W A T suu@eang 2 A =eumen
AHNRRIRET Y aeE SRS D PP = —r pp A ::ug
PO~ BB MUBAN N Ino N HERS

S

. ,-»-h{ux-e--_-JfMg-na T T
Farun@ 9 wERTSSIaNSN s udma
T T L L P T T L
lo-u Q. w28 DEnnall Ueed? A7« "Tm

H.'!Vi”\/.- "'-"l“"’ﬂiu»~::uuun'l-
LR L B .)’"ﬂan

s UL LY App

el B R 1 LB . B A EEN A T RGREBE TR SR s
.9.“ ‘o' "'b- e 5 ('-l h‘..a- .' ., &y .:n‘;wt-l.i.'-'r'."503.6':!.UU
N I L T I I LT T

SR LT L B L B EE LT L B 1)

Apps
Networked
Swappable

Diverse

Parallel architecture



R P LR LA DL R Pt L Si=calRRNGecoBREDRAS R Al RSSNREN

— pra -

G raN Sy JANUDES L Prr ol B l\ f::::??:gsg:tQ:;;ff
K %5 USEUDD ERe RN - pp % amasansso?
=

U

T L sanleina_s o l\F)F) =eumon
; zoOms:  APP % =i SISRCE
Wep=ywn.: . Q" e ”°~ ] PR PRI NN wE e BTN A A NS
T ] D P LTl ald BT

e gL are AN N e AL B P
LR S LBk +Signgs o 2 ELT R gt 1 L P L
RO App — : : sunsaze
el R R L ﬂ. L}~ o _ - - - ey - i
S8R D =S8 Dol u.ﬂid" ﬂ'._'._. JRE zoom
B AN "Balnﬂﬂll L RS Y
SR LT E B L BT R R L

HuEBR.2

Apps
Networked

Swappable Virtual?
Diverse

Parallel architecture



Apps [APP
Networked App
Swappable
Diverse 0s
oS
Operating OS (software)
System (OS) Networked

—Dlivesse—



Virtual - =- App

Apps [ APRIm==C_ Pl |
Networked T App -~ |
Swappable | | |

Diverse | | oS

i
oS
Operating 0OS
System (03) Networked

—Dlivesse—



Apps App

Networked |
Swappable | APP |
Diverse : App |
| | |
0S | 0S
Networked I 0S5 | |
Swappable- °|5 | |
Uniform oS |
| |
| |
| H;N ! HW
. [
HW /h | \ | Networked
Physica HW Swappable

Hardware Diverse



Apps a---z =- App
Networked ...  ____-------""777 -~ |

Swappable | APP -
Diverse |

0s | [ -~ OS
Networked | _.-- 05 V\_ T -
Swappable= 05 - \ | -

Uniform

I
- I HW
/ HW |
HW . \ | Networked
Physical o Swappable

Hardware Diverse



\
\
-—— —

Layered
Virtualized

Parallel architecture
(Jackendoff)






vy CRBPUN e ETEERNCL A st
“ .-u—.cu SUEPEERED v UL RUBReS T - P arun
LIRS A A RGP A5 U STUBR RO e s

V' t I R I LS e m
Ir ua s0 BAGERVIU FOABURUNR,

— App B L L ETE FETL Y

— 4
M= LeBR0Yl e, cBNEENNS Ry Al RSN, o ———— T .o Bbd s Al
GPARBRAmURuRER WL DEe L] | __-——'—__ O g = ". w020,2
OOt M ICOAS LNy SEUBD FRE BN 4 e ———— WECLew . Niw ....r.u — App hLeee
— -
L2 (WEDNURT AR R AR e — __—_——'..'..‘IU'I %cT Ll
Sa l\ L-&nvij-srﬂﬂhlb.J.- - — - rBeREsnet e lU"“" s Tu-grREE
F1c pp ILaBge v sams .. snm g _____——" BGenn0 » BesnonBl o sWepR _wWrs iw
::-viﬂw- " Oi:b'{?: '4_,___—-—"‘"" C LY e n Ll LAIPBEsEEEEL VAR
LR ,.-Xu.-.u wBos App .=Sl~ o ZineeRTHES o o ARKARREGUg AR DANS ‘/'."'Q". IQU. \ihhabatade] bl
. ~- b - HUrNMEL o wLLenEBL wiiRuuBRw . PeruP -~
LMvsuAruse 0" v PIETEEEES - -~ o SAGON~RR-A0DAN ISR  SELARpPYR N,
:‘e':vi"..U‘N!‘.”'.D.A UL L '-' - W =6 D T T T YOIV g i 2
LE-T 3 -] SN0 aET ume s — aﬂ".'”".‘..' DLE ,(' \
B .90 nE¥NE~H L 11 T1-19 - Y 0 W !‘ "dip’ga
3 . Y - . LA P LI pp N
LSEVRGR=RSRR I N Rl AN NpEN NEY ARSI BAPUBPRAD
BAYCEHN W S ‘b-n.{ s
VRABRNgwe l‘“‘c'ﬂntl"ﬂu -—-,Jobp
jp vy nen- Inlw.nlﬂdl RS 1.0
SO0 anO =BR- GeanaBRUidRmEnR B, L0 W
I RiBEEGHRE T, 1 P TRREESEEIRIRV 2 RAR

SEpIRE BeapRelreayReZiBrBeRs

‘

Virtualized

Physical




IR BT
SR D . nE=R

B, .20 ".ﬁkv"u\.
LU RURRsne TN

\

\

‘' -DII-HG TR |

\-u..,e-Tu

/

e BRPON e BT REERN LAY B
T I LI I TEN YT
VIARODRLARAUPO T EFRy NEUAR P NE o
BI-RTvneBUCENYSC e " R0 vOR .8

Apps

50 BAGERVRU FOASWUREN,
. LU R LT L
| | e ———2% App ‘i:zamscansmzcsseec
A= eB8R 0 i e cBREBRESRyAallRysRen ————— ~' S ans
GPNMBRAmUNANER s w R wnDEe Pirdm NEtWOrkEd === RE-ines & By A e
OOt M ICOAS LNy SEUBD FRE BN 4 -'_"l.:r; ....r.l; —-: pp u..o:l?
[ ST YR I B B e — — -—— T - ELLL
ge. A l-"*"-""m'hwvu- === et umlul-ﬂo.u.. -".-'.-"t-.O.'t
2 App ERmTIIiiac wappable .--- PR L \ERRRE R e
ne. - T T - CEL L e DY PR ;m-» EELReaVAR
SERUIRUN\ _"<egu=oa App -_l—— " . - . AsHTEB - BeRN s R@Za0 ..‘ﬁ
FOESN = Jull@ ] . : Ly
T -\ IxUne@ s W~ . Diverse A v el 4 SR \
srsnaren@_ AN BBy e e o8 NTARSACDAN AR SELAR PN, . 4

vl)p\-'.‘,’ﬂn! Hipmm@ e 5--“_.~-.‘ﬁ°_‘L‘
Wrerdm T e QOGEeRe U [P 1o \
. ¥PRe
i App BsTurzes l
NEY SRS "“JFE 2
BAYCEHN W ,‘b-n.! s \
Jl'l!. "R B -;Bwnnu'ua. YT I

a- Ino‘u-.nlﬂdl RS 1.0
e annBiidegn® B iow

R.RE=Gav } 9.'3'.!:3.‘2-'»‘:':"0.9 2L

SEpIRE BeapRelreayReZiBrBeRs

Virtual
Layered



Layered
Y= eBR0s - cBRRBnnsnoa Brannes Qrchitecture

HONRBRANGIARNER a9 UYWL EOES " Purdl
KOO e 203 300AaYr BV STUBBr-rRBEN.
L Y B 1 L L Rl B L Lk LR Do QFOwQQ axa
POw DE. - SRR URAGARsT U . TR L LR,
~»m9'sﬂﬂ o 90.*-!p$a<sa.u-l0lon
WO~ R -MURAN VRS IO NGB e mul
~.ﬂﬂl”b"".ﬁ.'“"0 @enNDusvHurE. 2

.x-,,q LT LTIl iIT R T, A LAY

N BArUEE AV NERTENLS L =

P mizAMDamLreaLRERE. " P Virtual
ID.H Q. .=w=® ol weear -

. R80nkEerae
LEURGR=N




M= ceBR0y

-~

SR LA LR

KU OR 282300y ren.
. VRLURSRDIRTER BB YRR
CETR L T R P L PR e L R T M

LI Bl L L

ok 11 Pl Rt
AN e
e ww -

“"' {-9.-. -..:.'O
NEBEDERUN -
RAEAYSe® wm2Ew»
LM rsuarune

F "L B

TIre
lo-‘- T
p 2G.

1.-...._'

UxlUnewBEds

W O NEBRVENLS App . F

(8
(%

AL BRI L ELE LR RS 1L KA
DOV ENUREBuan sy --..,.ﬁ
C~

BemwmDoshubrBE.2
S “ue

B C.EBLNFcRUERRE VY1 — aes
\.‘.‘.l
at QUEWT
w28

Virtual

W]

Layered

ceanppnssu-avm=snnns architecture

LI T I I e »arom

Virtual
cautomatic”
“unconscious”



M ieBRAY Yl e cBNEDBES Ry Al
SRR L AR TR L R RO R LR
» iag-.--:wx 1" EE 22 8 F

Layered
architecture:

RrsNanen
. " 'l’.

) ZiveeRFRES
STVEE Y- EN

WO ruELowU
KAQGQN~ER2

L Bt el L L PSR B ek IS0 el 1 R Y -2 Fa- 1Y W R e
T I I LI LI LIS 41 15L
CHHBPURAR Y e E e ZRS UL BAR EsEUBO N Pt
.O" R -MURAR S IOENURBu s ,',_';:;
~5~vi’§vh-—."‘~_00u FRI@aNDE e A ul ’,’ ZRuiay
RNAEATSER w2 0slUnewBEdes " BoTrReEsun App B.Ra=G
S oBUAEPUEl AV NERTEsL AN L TP

Q’ s Wi oA AL L E & .‘0.“"._
'Onw Q' ' ==2®F 0 '
¥ 200 kEvyneTe

LELRURR e

-

o‘. )!’ 1"':"

irtual

h..

-~ -

e BRON -
UHERELD wUSPEeERU .
JJlOs-0ﬂ PR agEsm
.'-."- L LSRR T
BAaGSnvr

T
uxva { =

~

Virtual
cautomatic”
“unconscious”

Un o =

,oBTEERN -G an
wuLuiwuBee T
YEUAR P a s
TRf DU T

i App iiiizizsazezces
- ‘op |



Diversity
hourglass

Swappable
Diverse

Not

Diverse
Swappable

Parallel

architecture : App

App = i

Virtual

| h.o.

Virtual

Un o

BAGERVIU TR WR,

Bz r+aBRON v  oBRRERNCG AN Bss 20
LT eRy HUPEBEUD wuULUBnuUBES TP -
LIAROR N RAUPE Y ¥ YEUAR R a e
[ A ke L LSRR R R ER e DU
T o

“

LR E T T T TA R bl
. Siies

Les
T

W F SR I8 1P

-

14

op it
- R
PR_wrss

Ll F Y

-]




