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Airlines & networks
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Equipment vendors & operators

Boeing 737
designed 1967

livery
advertising
pricing

commodity
(rarely loved, only hated 
less)

770-800

800 GSM operators
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Airline reliability
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Three layers of reliability

Plane
crashes

Airline down 
(Southwest 

Airlines)
Daily failures

(missed connection, luggage 
gone)



The internet as civil 
infrastructure
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Civil infrastructure systems involves the design, analysis 
and management of infrastructure that supports human 
activities, such as electric power, oil and gas, water and 
wastewater, communications, transportation and the 
buildings that make up urban and rural communities. 
These networks deliver essential services, provide 
shelter and support social interactions and economic 
development. They are society’s lifelines.
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The Internet as core civil infrastructure
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Ted Stevens (R-AK, 2006)
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47 CFR Part 202: National Security and 
Emergency Preparedness Planning & Execution



Communications as linked critical infrastructure
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• Energy Sector
• provides power to run cellular towers, central offices, and other critical 

communications facilities 
• relies on communications to aid in monitoring and controlling the delivery 

of electricity. 
• Information Technology Sector

• provides critical control systems and services, physical architecture, and 
Internet infrastructure

• relies on communications to deliver and distribute applications and 
services. 

• Financial Services Sector
• for the transmission of transactions and operations of financial markets. 

• Emergency Services Sector
• directing resources, coordinating response, operating public alert and 

warning systems, and receiving emergency 9-1-1 calls
• Transportation Systems Sector

• provides the diesel fuel needed to power backup generators
• relies on communications to monitor and control the flow of ground, 

sea, and air traffic

https://www.cisa.gov/topics/critical-infrastructure-security-and-resilience/critical-infrastructure-sectors/energy-sector
https://www.cisa.gov/topics/critical-infrastructure-security-and-resilience/critical-infrastructure-sectors/information-technology-sector
https://www.cisa.gov/topics/critical-infrastructure-security-and-resilience/critical-infrastructure-sectors/financial-services-sector
https://www.cisa.gov/topics/critical-infrastructure-security-and-resilience/critical-infrastructure-sectors/emergency-services-sector
https://www.cisa.gov/topics/critical-infrastructure-security-and-resilience/critical-infrastructure-sectors/transportation-systems-sector
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Communications 

https://www.fema.gov/sites/default/files/2020-07/fema_ESF_2_Communications.pdf
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Interdependencies
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Interdependencies with other lifelines
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A web app is now “national infrastructure”

Oct. 17, 2022 (WSJ)
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Reliability & survivability

• Informal: reliability is the daily availability of ordinary capability
• survivability is the ability to continue to function, possibly degraded, in face of 

extraordinary circumstances
• such as natural or man-made disasters
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Cost of outages vs. SLA

European airline compensation >> hourly wage



Asymmetric information & moral hazard

• Asymmetric information – one party to the bargain has relevant 
information unknown to the other party

• regulated firm and regulatory agency, employee and employer

• Moral hazard – one party may undertake actions adverse to the other party 
that cannot be completely monitored

• homeowner’s private fire prevention efforts and insurance company
• employee’s intensity of effort and employer
• health insurance
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“Market for Lemons” (Akerlof, 1970)

• Suppose buyers know that 50% of used cars are 
“lemons” worth $1000 and 50% are good cars worth 
$2000, but cannot distinguish between the good 
and bad cars.

• If neither buyers nor sellers can distinguish car 
types, the equilibrium price would be the expected 
value of $1500.

• If only sellers can distinguish, the equilibrium is to 
sell only bad cars at $1000.

• Asymmetric information combined with moral 
hazard creates adverse selection and eliminates the 
market for good used cars.
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Econ 101

Market 
failure

Regulatory 
interventio

n



The US regulatory tool kit
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The US authority landscape

Title II (47 USC 
201 et seq.)

PSTN (landline 
phone)

CMRS (cellular) MVPD
cable TV

Interconnected 
VoIP

(VoIP with phone 
numbers) BIAS

(Broadband internet 
access services)

mass market internet
content & 

applications
(stand-alone DNS, 

web sites, cloud, …)

“just and reasonable”

franchising
refunds

Part 4 rules
911 rules

numbering
outage reporting

robocalls “open internet” debate
706 filings

broadband labels



The FCC tool kit
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Disclosur
e

Industry 
best 

practices

Rules Outreach

CSRIC

47 CFR Part 4
communications
9-1-1

MBA
9-1-1 post-incident
reports
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The regulatory tool kit – action model

but: relies on legal authority 🡺 constrained actions & scope
• 1934 & 1996 Communications Act (47 USC)
• in the US, no clear legal authority for BIAS 🡺 “Title II” (“open internet”, “network neutrality”)

Disclosure 
obligation

Compete* on 
reliability

Cost-efficient 
improvement

s

Laws & rules Fines, liability, 
licensing**

Compliance ≫ 
non-complianc

e

* assuming competition ** e.g., ETC

Subsidy Conditions & 
monitoring

Incentivize 
behavior
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811 (Call-before-you-dig)
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State regulators: classical service quality
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FCC ARMIS service quality report



Performance 
measurement 🡪 
reliability measurement

• 2010-2023: FCC Measuring 
Broadband America

• roughly 2,800 hardware devices 
(2023) across ~10 large carriers
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Reliability: "Characterizing and Improving the Reliability of 
Broadband Internet Access” (Bustamante et al., 2018)
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Broadband is less reliable during busy hours 
(Bustamante, et al.)
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Broadband label

by April 2024
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Ofcom “Comparing customer service: mobile,
landline and home broadband” (May 2023)



Reporting: Network Outage Reporting System 
(NORS)

• Established in 2004 (47 CFR Part 4)

• Confidential reporting

• Only for PSTN, mobile voice (CMRS), interconnected VoIP
• i.e., not broadband

• ≥ 30 minutes duration

• ≥ 900,000 user minutes

• initial & final report
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Disaster Recovery & Reporting 

• Department of Homeland Secusity: 
• Overall Coordination: Coordinate the planning for and provision of national security 

and emergency preparedness communications for the Federal government during 
disasters and emergencies. 

• Federal Communications Commission (FCC):
• Situation Awareness Data Collection: Collect network status and restoration data. 

Develop charts, tables and maps summarizing the information.  
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Coordination: DIRS
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Communications status reports
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DIRS – Mapping
Examples 
(Sandy)



37

FCC: Mandatory Disaster Response Initiative

https://www.fcc.gov/fcc-improves-resiliency-and-reliability-mobile-wireless-networks
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Federally-subsidized networks: NTIA BEAD

https://broadbandusa.ntia.doc.gov/funding-programs/broadband-equity-access-and-deployment-bead-program
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NTIA Middle Mile NOFO



Example: 911 outages
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Example: AT&T 9-1-1 outage on March 8, 2017
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AT&T 2017: Security as the enemy of reliability – 
locking yourself out

• White list for security
• Maintain incorrect one in config
• Reboot to incorrect config
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A sample of recent 911 failures

When Carrier impact fine? cause

April 2022 Shentel WVa $227k Partial SBC upgrade lead to one-way audio

September 
2020

CenturyLink
Intrado

1h17m $3.8M
$1.75M

Blank configuration in call routers

September 
2020

AT&T 3 hour
NC

$460k DWDM fan failure
(+ same as above)

June 2020 T-Mobile 12 hours
21,000

$19.5M The initial cause of the outage was the brief failure of a leased fiber 
transport link in the T-Mobile network. The outage revealed, and 
was compounded by, a temporary routing flaw in a single location 
and two previously undetected flaws in third-party software. 
Restoration was also impacted by a temporary failure of remote 
access to the affected transport link.

May 2020 Verizon 1h57m $274k SS7 network fails while backup is in maintenance
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911 reliability (47 CFR 9.19)

• circuit audit
• eliminate single point of failure
• backup power for 24/72 hours



Large-scale outages & lessons
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Optus outage – iBGP?  
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Optus outage
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The classic out-of-band mechanism



Security ∈ Reliability

• Many security problems manifest themselves as reliability problems

•🡪 system does not perform to specification

• including confidentiality and (data) integrity

• e.g., ransomware impacts are largely business disruption impacts

BUT

• many large-scale outages are caused or exacerbated by access control
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Single points of failure

Siler City, NC
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Replace old resiliency (CO power) with new

Sunset date. The requirements of this section shall 
no longer be in effect as of September 1, 2025.
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Xfinity storm-ready Wi-Fi

30/7 
Mbps



But: industry may push back

• Katrina report (2007): 8-hour cell site backup requirements

• 2008: CTIA appeals
• CTIA- The Wireless Association v. FCC (D.C. Cir. 2008)

• 2011: deleted
• 2011. Redundancy of Communications Systems: Backup Power, Order, 26 FCC Rcd 

15453 
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DARPA RADICS: an internet 
alternative for blackstart 
recovery
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DARPA RADICS Program

Source: https://www.darpa.mil/program/rapid-attack-detection-isolation-and-characterization-systems
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“RADICS program delivers novel technologies, custom testbed, and evaluation exercises to 
enable utilities and first responders to quickly restore critical infrastructure amidst a cyberattack”

● 2016 - 2020

● Develop tools for:

○ cybersecurity personnel

○ grid operators and utilities

○ first responders

● Enable blackstart recovery during a cyberattack

● Without relying on external resources (including power and communication)
Field exercise at Plum Island, NY

https://www.darpa.mil/program/rapid-attack-detection-isolation-and-characterization-systems


DARPA RADICS Program (continued)

● Joint government, academia, and industry effort led by DARPA

● Custom testbed to replicate real-world conditions

○ designed around commonly deployed systems in North America

○ multi-utility grid infrastructure

○ miniaturized substations (substation-in-a-box), RTO/ISO, power lines, data networks

● Field exercises on Plum Island, NY every six month (7 in total)

○ volunteers from the energy sector recruited by the U.S. DOE

○ learn to respond to simulated attacks

● Grid restoration technology (tools for the energy sector & first responders)

56Source: https://www.darpa.mil/news-events/2021-02-23

https://www.darpa.mil/news-events/2021-02-23


RADICS Field Exercises on Plum Island, NY
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Phoenix Secure Emergency Network (PhoenixSEN)

● Ad hoc backup network for blackstart

● hybrid, isolated (virtualized), self-forming

● drop-in replacement for ISP networks

58

● Uniform node architecture

● Deployable after blackout

● Built-in services for the grid



PhoenixSEN Prototype

59Photo credit: Hema Retty (BAE Systems)

Prototype evaluated during live field exercises

PhoenixSEN node detail



PhoenixSEN Network Monitoring
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● Situation awareness via in-situ monitoring

● SCADA device discovery via active probing

● Time-traveling debugging for post-mortem analysis

● https://github.com/irtlab/netmon

https://github.com/irtlab/netmon


Lessons

• Policy can better align infrastructure decisions with societal objectives
• laws, rules, disclosure, subsidies

• Private actors may be reluctant to share incident analysis

• Currently, no systematic body of knowledge
• e.g., similar to NTSB or FAA reporting for safety
• may well be harder than relatively uniform flight operations

• Increasing emphasis on inter-system redundancy
• operator diversity
• out-of-band 🡪 more resiliency, more security risks if separate company

• return to SS7 model?
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